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Important  considerations  on  the  use  of  ambient
recordings in the ATM environment

Introduction 

In  Europe,  it  is  a  legal  requirement  for  air  traffic  control  (ATC)  radio
transmissions (R/T) to be recorded and retained for a minimum period. ATC
positions do not usually have live microphones and controllers are normally
only  recorded  when they  transmit  or  when a  phone  line  is  open.  Unlike
aircraft cockpits, background sound around ATC work stations is not usually
recorded. Microphones designed to record background communications are
variously referred to as area, background or ambient microphones. 

Following  the  Uberlingen  mid-air  collision  the  following  safety
recommendation was made to ICAO: 

to improve the investigation of future accidents and incidents ICAO should
require ATS units - in addition to present regulations - to be equipped with a
recording  device  that  records  background  communication  and  noises  at
ATCO workstations similar to a flight deck area microphone system. 

As a result the following SARP (Standards and Recommended Practices) has
been incorporated into Annex 11 3.3.3: 

Air  traffic  control  units  should  be  equipped  with  devices  that  record
background  communication  and  the  aural  environment  at  air  traffic
controller  work  stations,  capable  of  retaining  the  information  recorded
during at least the last twenty-four hours of operation. 

This paper seeks to set out the ETF's position and important considerations
for those ANSPs who are considering the introduction and use of ambient
microphones, and for those who have already implemented the technology. 



What are the possible benefits of ambient microphones? 

Incident investigations:

The primary benefit of ambient recordings would be to provide investigators
with more information following an ATC incident. Face-to-face coordination is
not routinely recorded so if following an incident there are differing accounts
of  what  coordination  took  place  it  is  not  always  possible  to  definitively
determine what took place. Ambient recording may allow investigators to
determine if distractions in the ops room may have been a factor during the
period when an ATC incident occurred. 

Professional behaviours:

A secondary benefit to ambient recordings could be that the knowledge that
everything is being recorded could alter some individual’s behaviour for the
better.  There  may  be  benefits  to  having  a  recording  of  the  handover
between two operational  controllers.  This  period  is  often  seen as  critical
when incidents are reviewed, both in relation to the quality and content of
the information being handed over. The recording of handovers by manually
switching on live microphones for the period of the handover itself may have
an added safety benefit in promoting structured and formal handovers.

What are the possible disadvantages of ambient microphones? 

Privacy: 

Ambient  recordings  could  be  a  significant  intrusion  on  an  individual's
privacy.  There  are  very  few  professions  where  individuals  agree  to  be
recorded at  their  workplace  and to  the consequent  infringement  of  their
privacy.  ATC  ops  rooms  are  not  sterile  environments.  Non-operational
conversations  regularly  occur  and  in  fact  have  been  recognised  by
employers as one of the methods which can be employed by individuals to
maintain alertness during quiet periods. Conversations and language used
by controllers whilst not transmitting could very easily be misinterpreted as
unprofessional or indicative of not doing the job properly by a lay person.
ATC ops rooms can be high pressure environments and in stressful situations
very strong language or humour are often used. There is the very real risk
that  mishandled  recordings  could  be  released  into  the  public  domain.
Despite various legal provisions at EU and national level, both Cockpit Voice
Recordings (CVR) and ATC recordings have been inadvertently released into
the  public  domain.  Recordings  inadvertently  released  or  those  played  in
open courts etc. could result in huge reputational damage to both individuals



and  ANSPs.  ANSPs  will  also  have  to  consider  data  protection  rules  and
regulations that are applicable to their situation and country.

Safety Culture: 

Ambient  recordings  could  detrimentally  affect  safety culture.  Reports  are
often filed voluntarily by ATCOs when there is no mandatory requirement to
do so in the interest of safety promotion and lesson learning. This data may
allow  investigators  to  spot  potential  issues  before  incidents  occur.
Individuals may be less inclined to file such voluntary reports if they know
that raising it may result in ambient recordings being reviewed. There is also
the possibility that individuals may not even file all mandatory occurrence
reports  for  fear  of  their  non-operational  conversations  being  reviewed.
Individuals may also be less inclined to highlight what they believe may be
errors by others and instead choose to look the other way to avoid their
conversations being reviewed. 

Disciplinary matters: 

Comments  heard  on  ambient  microphones  out  of  context  could  lead  to
grievances / disciplinary cases. 

Inability to detect certain factors:  

a) Non-verbal coordination
Recordings of coordination could be useful in many (but not all) scenarios.
Much non-verbal coordination (pointing, thumbs up etc.) is conducted in ops
rooms and sound recordings  would  be  of  little  help  in  determining  what
coordination had taken place in these instances.

b) Distractions in the operational environment
On  occasion,  an  ATCO  may  refer  to  a  distraction  in  the  operational
environment  as  a  contributing  factor  to  an  incident,  whether  that  be
maintenance,  visitors  etc.  Distraction  is  very  much  subjective  and  if  a
controller has stated that it was an issue for them then it is hard to imagine
how  ambient  recordings  could  disprove  this  (as  to  why  we’d  want  to
question an ATCO and disprove this is another matter). If distractions in the
ops rooms due external factors is perceived as a problem then ANSPs must
review their procedures.



Cost: 

Whilst ANSPs have been pushing for ambient recordings where convenient,
some are against the concept on the basis of cost. ANSPs want ambient for
safety reasons – what are the limitations and possible alternatives? 

Conclusion:

It  is  impossible  for  the  ETF  to  set-down  a  list  of  prerequisites  for  the
application  of  ambient  recording  for  every  ANSP on behalf  of  the  varied
membership that we represent. However, we have listed some notable areas
that will require consideration. In addition to these, we propose in Appendix
A, a set of technical and procedural requirements that an ANSP and staff
organisations may use as a basis to develop ambient recordings in the ATM
environment. It will be through these actions that the integrity of aviation
safety will be maintained.



Appendix A

Draft procedure for the introduction of ambient recordings in 
the operational ATC environment in consultation between 
ANSPs and staff organisations

Areas of 
considerati
on

Notes

Introduction Define reasons for ambient recordings, noting safety 
benefits whilst acknowledging concerns staff might have

Procedure ● Define operational area for the purposes of 
recordings, in terms of distance, e.g. 2m

● Consider marking out recorded area in operational 
environment

● Consider ambient recordings in ALL areas where 
operational decisions are taken, including 
management areas which may be at a distance from
the operational environment

● Define time period that recordings are kept fo
● Define what incidents will trigger access, consider 

mandatory occurrences only with any other event by
agreement with staff representative

● Staff representatives (suitably senior) should be 
involved not only in the planning process but in the 
retrieval of recordings process that this Appendix 
defines

● Define who will access the recording, by direction of 
which people, and everyone’s responsibility in the 
process

● Consider that the actions in relation to the 
recordings at this point are removed from the unit 
itself to ensure true integrity and trust in the 
system, allowing only the unit to receive redacted 
written transcripts containing detail pertinent to the 
incident being investigated, more below

● Define what actions will occur after recording is 
accessed, for example the writing of transcripts and 



who is responsible for any output
● Define purpose of retrieval as in the interest of 

safety, and consider that any other content not 
pertinent to that end, for example non-operational 
conversation that is in no way linked to the incident 
itself, will be excluded from retained records / 
transcript

● Define how the recordings will be kept secure and 
safe, including transfer encryption

● Define when the recordings shall be deleted after 
the data has been retrieved, including the retention/
deletion of the transcript

● Define whether or not recordings / transcripts may 
be kept for lesson learning, in consultation with all 
parties involved

● Define a set of principles that will help protect the 
individual(s) involved under the auspices of the Just 
Culture regulation 376/2014 

Post-review Consider a process for post-incident review, for lesson 
learning of the process itself, in addition to lesson learning
in the usual reporting sense.


